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I. OBJECT AND SCOPE OF MANAGE GDPR TOOL 

 

MANAGE GDPR is a support resource that does not replace the controller in its decisions 

related to risk management processes or in any of its decisions related to the purposes and 

means of the processing carried out or any other aspect of compliance with the regulations 

on the personal data  protection applicable to its processing. Therefore, the tool does not 

take any of the decisions that correspond to the controller and processor, but is intended as 

an advisory resource for the risk management and processing related actions of a controller 

or processor. 

The tool MANAGE GDPR helps controllers and processors to keep a record of processing 

activities, to identify to a large extent the risk factors for the rights and freedoms of data 

subjects whose data are present in the processing and to propose to the controller or 

processor an first assessment of intrinsic risk, including the recommendation or obligation to 

conduct a DPIA and estimate the residual risk if measures and safeguards are used to 

mitigate the specific risk factors. in addition, MANAGE GDPR has the capacity to achieve 

these objectives with multiple processing operations of the same controller.  

The tool works in a web environment, and it is only necessary to have a browser to use it, 

all processing management is carried out in the user's own browser, with no data being 

transmitted to the Agency and with total confidentiality. During the work session, the 

information is stored in the memory of the browser's execution process, which means that all 

the information is stored on the user's device and the change of URL, closing the tab or 

browser includes the deletion of the data entered in the tool. However, the information can 

be stored in a file on the user's computer and retrieved after each session, allowing different 

versions in different computer files. 

In no case does the use of this tool imply the implementation of risk management or a 

DPIA or compliance with the provisions of the data protection regulations "automatically", but 

rather a basis on which the controller and processor can rely to guarantee and be able to 

demonstrate that the processing is in accordance with the provisions of the GDPR. In short,  

Manage GDPR, in its state of evolution, is the starting point to start risk management. 

Consequently, simply obtaining the documents provided by the tool does not imply, in any 

case, an automatic compliance with the obligations that the GDPR establish for controller for 

controllers and processors of personal data processing, in particular with regard to the 

principle of accountability that the GDPR develops in its Chapter IV. These are initial help 

documents aimed at facilitating the understanding of these obligations and addressing them, 

initially, in an appropriate manner. 

This document guides users through the application interface detailing its functionalities 

and steps to follow.  

II. DESCRIPTION AND USE OF THE APPLICATION 

The tool runs in a web browser locally (no data is transmitted over the internet and uses 

the local storage of the user's browser). It works on any operating system with an up-to-date 

browser (Windows, Mac OSX, Linux, Android, iOS). It consists of two screens, the Home 

screen, with the set of data processing, and the risk management screen, specific to a data 

processing. 

The Home screen allows you to add processing by entering detailed information (including 

that indicated in Art. 30.1 GDPR). It shows the managed data processing, dumps the results 

https://gestiona.aepd.es/
https://gestiona.aepd.es/
https://gestiona.aepd.es/
https://gestiona.aepd.es/
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of the risk assessment carried out and allows the generation of reports and the storage and 

loading of the set of data processing from a file. 

The risk assessment screen of a data processing allows you to select the risk factors 

identified in the processing, the mitigation measures to manage the risk and calculates an 

assessment of the intrinsic and residual risk, as well as the recommendation or obligation to 

carry out a DPIA.  

A. START OF THE APPLICATION AND GENERAL CONSIDERATIONS 

The application is developed to keep a record of the different processing operations 
carried out by a single controller. If you w to manage processing by different controllers, then 
you will have to run the application for each of them and store the data with the tool in different 
files. 

The application is prepared to handle a large number of data processing, but it must be 
taken into account that it runs in the user's browser and that it is a web application that 
displays pages with very extensive content, therefore depending on the resources of the 
user's computer. If there are a considerable number of data processing and they contain very 
long texts and a large number of risk mitigation measures, i.e. a lot of data, the display of 
web pages by the browser may be slowed down. Similarly, the generation of reports can also 
be more time-consuming. In these cases, it is advisable to separate them into different files 
with fewer data processing.  

When the web page loads, the app displays the Home screen without any data processing. 
Data processing must be generated by adding new processing with the button available for 
this purpose, or by uploading a data file previously saved with the application. 

The home screen is divided into three distinct areas: headboard, body, and foot. The 
header shows the menus for using the application, the body shows the set of data processing, 
and the footer shows some considerations to keep in mind. 

 

Figure 1 Application Home screen when loading the web. 

When some data processing have been added or a data file has been uploaded, the home 
screen displays the data of the controller and a drop-down list with the set of data processing. 
The footer shows the options for creating reports (also available in the header menu) 
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Figure 2 Home screen when uploading a data file or entering some data processing 

When one of the data processing is expanded, the details of the processing (the 

information that has been entered in the form when it has been created or modified) are 

displayed together with the summary of the risk assessment in a box on the right, where there 

are also buttons to edit and modify the processing data or to delete it.  
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Figure 3 Processing data when expanded in the list of processing 

If the processing has also been indicated as one of the usual low-risk processing  in SMEs 
and Micro-SMEs, the right column of the view will contain the button to download the help 
document file  provided by the tool that will help the controller to adapt to the GDPR the 
processing of data on customers, potential customers, employees, personnel selection, 
supplier management and video surveillance. 

 

   

Figure 4 Typical data processing of SMEs considered to be low risk for which help documents are provided 
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Figure 5 Download a help document as it is a typical low risk processing in SMEs 

 

1. Menu in the header of the homepage 

A two-line menu is displayed at the top of this home page. 

  

Figure 6 Home Page Header Menu 

A sun or moon icon appears at the top to indicate the preferred color mode to display the 
page (light or dark color mode) when clicked on. The dark color mode inverts the colors 
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Figure 7 Dark Mode 

 The next option is the choice of the language displayed, by clicking on the desired one. 
Finally, the question mark icon shows a side panel with a brief help when you click on it. 

  

Figure 8 Help Panel 
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The second line of this menu contanins the buttons to save and load data files generated 
by this application, whose extension will always be ".aepd". Not using this extension will 
prevent the tool from locating the previously generated files to proceed with their loading or 
editing. 

The Save button stores in a file all the data processing and the risk assessment that has 
been done with the application and are shown on the screen, in the list of data processing. 
The data is stored in the memory of the user's browser execution process and is written to a 
text file with a predefined name 'Data_processing.aepd'. The way to save the file through the 
browser is by downloading it locally. 

The Upload  button clears all the data and processing that are on the screen and 
loads into memory and displays on the screen those found in the file that is selected with the 
file explorer (which must be one previously generated with the application). 

The Reports/Export button displays a drop-down menu with the different options for 
generating reports: 

 

Figure 9 Reports/Export drop-down menu. 

There are three types of reports depending on the information they contain. The Record 
of Processing Activities collects the necessary information for each data processing in order 
to comply with Art. 30 of the GDPR (data of the controller, purposes, data subjects, etc.). The 
Data Processing Inventory adds to the previous one the information corresponding to the 
legal basis of the processing to be used for transparency purposes and, finally, the extended 
report that incorporates for each data processing defined by the controller, the information 
from the Risk Assessment.  

All data can be downloaded in table format (CSV) so that they can be processed with 
spreadsheet applications. 

The reports can be obtained using the browser's print view (printer icon, which will require 
printing to be configured with the browser print options); in HTML format, which allows the 
browser view to be stored in a file; in Word/Libreoffice document format. By clicking on each 
icon, the file with the corresponding report is generated and subsequently downloaded 
locally. The names of the files with the reports are predefined by the application. 
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As indicated at the beginning of this chapter, the generation of reports, in particular 
extended reports, may not be immediate or may take some time depending on the number 
of data processing and the data and information they contain. Keep in mind that all 
information is processed on the user's device and, therefore, the agility with which it 
processes will depend on the volume of information that needs to be processed by the device, 
as well as the specific characteristics of each device. 

B. ENTERING NEW P PERSONAL DATA OR EDIT AN EXISTING ONE 

By clicking on the Add new data processing button at the end of the processing list, or the 

Edit/View Processing button when one is expanded in the list, a form opens on the screen to 

enter or modify all relevant data and processing details. Some of the fields are required and 

others are optional (a warning is displayed if a required field is not filled in). 

  

Figure 10 Processing Data Form 

 

The form distinguishes the following types of data and details to describe a data 

processing: 

• Identification of the processing: Name and description 

• Low-risk processing  typical of SMEs: some low-risk processing that are common 

in SMEs are contemplated. When marking one of them, the tool provides a help 

document, which replaces the help document that was obtained with the FACILITA 

GDPR tool. The download of the document is enabled on the home page when the 

processing is expanded and displayed. 
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• Information required for the Record of Processing Activities (Art. 30.1 GDPR):  

o Data of the data controller, representative, joint controller and DPO. The 

contact data of the controller and the DPO are only filled in or modified in the 

first processing, as they are common to the rest of the processing (managed 

in a session or in an uploaded/saved file) 

o Lawfulness of the processing (legal basis and its justification) 

o Details of the processing: purposes, categories of data subjects, personal data 

and recipients, information on international transfers, time limits for data 

erasure and general description of security measures. 

• Other data: management or internal unit responsible for the processing, information 

on data processors and other additional information deemed necessary. By ticking the 

box for the existence of data processors, fields are displayed to include their data, 

together with buttons to add a new processor or delete the one entered.  

  

Figure 11 Data of a Data Processor 

Once the form fields have been filled in (those required that have not been completed are 
notified), it is necessary to click on the Save changes and Open risk management button so 
that the processing is stored in the browser's execution memory. Once stored, the Risk 
Management screen opens for processing, explained in section C. 
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1. Formatted Data Entry Text Boxes 

Input text boxes allow you to add text with some formatting options: bold, underline, italics 

(can be combined), and simple lists (nested lists are not allowed). 

The use is very intuitive and it is enough to press the buttons at the top to activate or 

deactivate each option. 

While it is possible to copy and paste text from word processors into the tool's form input 

fields, and get a correct appearance in the application, formatting modifiers that are not visible 

to the user are actually also being copied, which can lead to problems and text errors when 

generating Word/LibreOffice reports. However, the application filters out some modifiers, but 

cannot be sure to completely avoid the possibility of errors in the generation of such reports.  

The size of the text fields is limited to a maximum number of characters, so if it is 

exceeded, no more text can be included or it will be cut off. 

  

Figure 12 Example of using formatted text in a text field. 

C. RISK MANAGEMENT: DATA PROCESSING RISK FACTORS AND MITIGATION MEASURES 

One of the main objectives of this tool is to advise the data controller and data processor 
in the process of managing the risk to rights and freedoms, and as a result of the same 
process, the recommendation or obligation to carry out an DPIA is proposed to the data 
controller and data processor. To this end, after saving the data in the form for entering or 
editing a processing operation, a new screen opens for this purpose.  

The screen is divided into two parts, header and body. 

The header shows the controller name and the name identifying the processing and a 

menu with the different categories of risk factors that are contemplated, and the body shows 

where the identification of risk factors is carried out according to the selected category.  

On the right side of the header, you will find the options for changing light/dark mode, 

Spanish/English language, help panel and a button to return to the home screen of the 

application with the list of data processing. When the home button is clicked, the risk 

management data that has been selected and modified is stored in the browser's execution 

memory. 

The body of the page shows the different risk factors for the category selected in the 

header menu with some examples (including the possibility of adding other examples that 

are not covered and are considered the same risk factor). 

 The selectors allow you to indicate those risk factors that are applicable to the processing 

being managed. The risk values are predetermined by the tool, in some cases it is also 

necessary to indicate their probability and impact to determine them, that is, the tool suggests 

an assessment that can be altered by the person in charge through the mitigation slider and 
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based on their criteria as having detailed knowledge of the nature,  the scope, context and 

purposes of the processing.  

 

 

Figure 13 Risk Management Screen: Purposes 

  

When a risk factor is selected, it is considered applicable to the processing. The mitigation 

slider is enabled (with an unmitigated default value). This slider can always be moved by the 

user through the different values depending on the analysis that has been performed. 

However, the tool moves it automatically when mitigation measures are selected. 

  

Figure 14 Risk factor selected. Mitigation selector enabled. 
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The possible values that the application considers in relation to the mitigation factor are 

those indicated in the following figure: Not mitigated, Limitedly mitigated, Significantly 

mitigated, and Fully mitigated. 

 

 

Figure 15 Mitigation selector values. 

The tool allows you to add other risk factors that are not covered, Other tab, for which it is 
necessary to indicate the probability and impact by means of sliding selectors in order to 
calculate the risk (maximum when the probability is very high and the impact very significant, 
and minimum when it is unlikely and with very limited impact), as shown as an example in 
the following figure:  

 

 

Figure 16 Example of a risk factor added by the user. 

The first phase of risk management involves selecting each category of risk factor from 
the menu and indicating those that are applicable to the processing, and then proceeding 
with the risk mitigation and management phase, as described in the next section. 

The risk factors displayed in this tool are not exhaustive, but minimal, and the controller 

must identify those that are specific to the processing and include them in its assessment 

taking into account the nature, scope or scope, context and specific purposes of the 

processing of personal data. 

 

1. Risk management and mitigation measures 

The tool proposes some measures to manage the risks of processing. Different measures 

associated with the different risk factors that have been selected are proposed, which may 

be common to several risk factors. It is also possible to add new user-defined measurements. 

The measures proposed by the tool are classified into the following dimensions: 



  

 

Page: 16 of 27 

a) Concept and design of the processing and Data protection by design: 

Associated with the processing operations, therefore, to the categories in the top 

menu Purposes, Types of data, Scope, Data Subjects, Techniques, Collection, 

Effects, Controllers, Communications and Others. 

b) Security, failures, errors and data breach management: For security 

measures, the measures of the Spanish National Security Scheme (ENS) are 

recommended as a guide (making the ENS category correspond to the level of risk 

of the processing). It should be noted that, even if risk factors are not selected from 

the Security menu, security and data breach management measures must be 

established. 

c) Governance measures and data protection policies: set of measures that could 

be implemented when deploying data protection policies as part of the governance 

of the processing (measures common to those specific to the processing and those 

established as part of the governance of the organization) 

The selection of measures can be done in two ways: 

1. On each screen corresponding to the top menu with the categories of risk factors, use 

the Measures to manage risk button at the bottom right edge of the page. A table will 

be shown with the measurements of dimension a) defined in the previous paragraph 

and dimension b) in the risk factor category Security. 

 

Figure 17 Button to display mitigation action tables 

 

2. On the screen displayed when clicking the top menu Risk management, where you 

can select the measures corresponding to the three dimensions a), b) and c) defined 

above. It is located after the processing summary table: 
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Figure 18 Buttons to select mitigation measures. 

When you click on the Measures to manage risk button, in any of the above cases, a table 

is displayed, with some differences depending on whether it is dimensions a), b) and c).  

 

a) Concept and design of the processing and Data Protection by design: 

The pop-up window displayed contains three distinct parts: 

The first presents a table with the mitigation or risk management measures that the tool 

provides by default for the risk factors (processing operations) that have been selected.  

The second shows a table with the rest of the measures provided by the tool, associated 

by default with other risk factors not selected, but which the data controller may also consider 

appropriate.  

Finally, for each risk factor that has been selected, the possibility of adding new measures 

is offered. You need to press the Add button to save it (you can edit or delete it later) 

 

Figure 19 Another measure added by the user for the indicated risk factor. 

The tables have two columns, risk factor (processing operation) and description of the 

measures, in alphabetical order and with a search box. 
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b) Security, Failures, Errors and Data Breach Management: 

These types of measures are always necessary, even if no risk factor is selected from the 

Security category. That's why the table shown contains all the measurements available by 

the tool. If any of the Safety risk factors have been selected as applicable to the processing, 

in a similar way to case a) above, the tool will offer the possibility of adding new measures.  

The tables have four columns, depending on the source document, the type of measure, 

the ENS reference when applicable, and the description of the measurements, in alphabetical 

order and with a search box. 
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Figure 20 Security Measures and Data Breaches 

 

c) Governance measures and data protection policies: 

These measures are general and common to the organization for all processing, that is 

why the selection is enabled only when the first processing is being managed from the list of 

processing on the Home page. The table is displayed only in the Risk Management top menu.  

The table has two columns, with the type and description of the measurements, in 

alphabetical order and with a search box. It also offers the option to add new measurements 

by the user. 
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Figure 21 Common organisational and governance measures. 

To select a measurement, simply click on the row of the table, changing the background 

color of the row (to deselect it, simply click again with the mouse). When selecting measures 

in the proposed tables, the tool considers a default mitigation level (automatically moving the 

mitigation sliders), although the controller has to manage it by addressing the specific 

peculiarities of their processing. 

 

Figure 22 Selected measurement, different background color 

 

When you close the pop-up window or press the OK button (top right and bottom right 

corner respectively), the selected and added mitigation measures are saved in the browser's 

execution memory and the relevant Risk Management calculations are performed. 

The assessment of the risk level for each factor carried out by the tool, as well as the final 

risk level calculation, is of a general nature and represents a minimum assessment that, 
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where appropriate, will have to be adjusted by the controller to determine the risk level of the 

processing accurately. 

 

2. Result of the assessment and need for DPIA 

The top Risk Management menu shows a large page with three distinct parts:  

• Risk assessment and need for DPIA, summary of identified risk factors and measures 

applied. The need for DPIA is assessed according to the criteria set out in the GDPR, 

EDPB and AEPD (Art. 35 GDPR) 

• Selection of mitigation measures associated with risk factors, security and data 

breaches, organizational, governance and data protection policies (already seen in the 

previous point) 

• Assessment of the necessity and proportionality of processing. Fields are shown to be 

filled in with the corresponding judgments of suitability, necessity and proportionality. 

This data is saved to the browser's local storage when you press the Home button. 
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Figure 23 Risk Management, Summary and Results 
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 The risk assessment shows the results of the calculation of the intrinsic risk of the 

processing, according to the selected risk factors, and the residual risk, according to the 

selected mitigation measures. If one of the mandatory conditions for carrying out a DPIA is 

met, it is indicated, as well as the recommendation of DPIA if the risk is high. 

 

Figure 24 High Risk, Recommended DPIA 

 

 

Figure 25 A mandatory DPIA condition is met 

The summary table shows the risk factors identified by category (the category is shown 

with a different colored background depending on whether mitigation measures have been 

implemented or not) together with the provided or additional measures that have been 

entered for a risk factor in that category. 

Alternative measures that have been selected, i.e. those that the tool does not assign by 

default to a risk factor but has been selected by the controller, are displayed at the end of the 

table, along with common organizational and governance measures. 

The following figure shows a (random) example where the described can be seen: 
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Figure 26 Summary table 
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 The Assessment of Necessity and Proportionality of Processing Operations (DPIA) 

provides help to fill in the available fields, by hovering the mouse over the underlined texts 

and the icon with the letter 'i' for information. However, it should be noted that the use of this 

tool does not automatically mean that the DPIA has been carried out. 

 

Figure 27 Help filling out the Suitability Trial 

Once the risk assessment of a processing is completed, you must return to the Home 

screen (processing management) where you can generate reports and save the data 

processing in a file. 

D. END THE SESSION, SAVE DATA, AND EXIT THE APPLICATION 

Once you have finished entering or editing data processing and the corresponding risk 

assessment, it is necessary to save the data, because when you close the browser tab or 

refresh it, the data, which is in the browser's execution memory storage in the session you 

have opened, will be lost. The page warns you by means of a browser message. 

To save the data, use the Save button on the Home page. It is important to remember that 

a file is saved with a predefined name, always the same: Data_processing.aepd (which the 

user can rename once saved). It will depend on the browser's configuration options whether 

it is saved directly to the computer's downloads folder, to a temporary folder, or by opening a 

file explorer to choose where.  
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Previously uploaded files are not modified or updated, the user will have to keep track of 

which is the last working file. 

 

 

Figure 28 Warning when closing the browser tab 
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